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Table 1 Parameters of the proposed system
A [2 45 4] f(x)  0.5cos(x, (1) )sin(x,(1))
B [2 517" o(t) sin( [ x(0) 1)
c [3 2] a(t,x) 2| Cx(t) |sin(z) +6
H 0.1 x(0) [r 11"
1.0 1<0.6, 0.8, 1<0.3,
m. (1) {0.8 0.6 <t<4,| ma(t) {0.7, 0.3 <t <3,
0.7, 4<i<8 0.6, 3<i<5

R2 AXWHUNZFSE

Table 2 Parameters of the proposed observer

28 1H ZHC BUE | B 1H
25 16 14 1008, 0<s:i<1
L - — .2 L -3 s st<s1,
. [9y 37] « 97 y{lOO, r> 1

R3 AXHERHRSY

Table 3  Parameters of the proposed controller

G [0.0690 0.172 4] K [3.300 6 2.434 6]
k 20 £ 1
#(0) 3 n 50

R4 XEK[25]&IT A IERIERRSE

Table 4  Controller parameters of method in [ 25]

28 HfH 28 HfH
G [0.069 0 0.172 4] K [3.300 6 2.434 6]
K 4.101 4 B 2
7#(0) 0.1 7 0.01
£,(0) 1 7 0.20
5(0) 1 3 0.01
(t,x) 21 Cx(t) | +6 o 0. 85
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Comparison of state response curves under the

Fig. 1
proposed controller (top) and controller in [ 25] (bottom)
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Fig.2  Comparison of input response curves of the

proposed controller (top) and controller in [ 25] (bottom)
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Table 5 System parameters
28 Bl ZH Hfe
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Table 6 Parameters of the proposed observer

without using FDI attack a(¢,x)
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Table 7 Parameters of the proposed controller
without using FDI attack @(¢,x)
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Fig. 5 System state response curve under controller

without considering defense against FDI attack
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Abstract Aiming at the cyber physical system (CPS) subject to false data injection (FDI) attack,a control meth-
od based on sliding mode and extended observer is proposed.First,the system is dynamically linearized , an extended
observer is constructed, and the convergence condition of the observation error is analyzed.Second, the integral slid-
ing mode surface is designed ,the asymptotic stability criterion of the sliding mode system is derived by using linear
matrix inequality ,and the sliding mode vector satisfying the gain performance of the system is obtained.Then,based
on the exponential reaching law, an adaptive integral sliding mode controller is proposed to eliminate quantization
errors and generalized disturbances,so that the system can reach the sliding surface.The advantages of this method
include high estimation accuracy, fast response speed, and strong robustness to FDI attack and quantization
parameter mismatch.Finally ,numerical simulation verifies the effectiveness of the method.

Key words cyber physical system ( CPS) ;false data injection (FDI) attack ;extended observer;sliding mode con-

trol ; securing control



