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Table 1  Detection rates of false data injection attack %
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Table 2 Detection results under different neuron settings
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Table 3  Detection accuracy indexes under

different neuron settings %
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Table 4  Detection results under different number of encoders
45t TP FP FN TN
1 226 64 274 4 936
2 415 11 85 4 989
3 489 6 11 4994
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Table 5  Detection accuracy indexes under
different number of encoders %
iy A P R
1 93. 85 77.93 45.20
2 98. 25 97.42 83. 00
3 99. 69 98.79 97. 80
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Detection of cyber attack against phasor measurement state estimation

QI Mengyi' LIU Niexuan' TAO Xiaofeng' LU Pengpeng'
1 NARI Group Corporation ( State Grid Electric Power Research Institute) ,Nanjing 211106

Abstract i is difficult to successfully detect the false data injection attacks against the linear state estimation
based on phasor measurement techniques in power systems.Here, we propose an intelligent method to detect false
data injection attacks. First, the auto-encoder is used to extract the features of the power grid measurement data,
which is done repeatedly to gradually reduce the feature dimension.Then the finally extracted feature is subjected to
supervised learning through the Softmax layer,so as to obtain an attack detection algorithm based on stacked auto-
encoders.Second , the attack detection approach is improved through noise reduction to solve the over fitting of auto-
encoders. Finally , the proposed method is simulated and verified by IEEE-118 node test system,and the results show
that the proposed attack detection method has high computational accuracy and efficiency.

Key words auto-encoder ; phasor measurement ; state estimation ;attack detection



