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WER ./ % 97. 74 97.21
B %/ % 96. 99 96. 88
DNN! 2! F1 ¥4 4645/ % 97.30 97.11
Fer Bt 1]/ (ms/ 2% ) 3.99 4.43
IR % 4.28 4.73
Wb %/ % 97.85 97.36
BRIZE/% 98.39 97.79
DWT-AKD F1 P 845/ % 98.24 97.58
KB ]/ (ms/ %) 2.01 2.05
IR R % 3.53 3.81
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DDoS attack detection via DWT and AKD auto-encoder

WANG Bo'  WAN Liang' LIU Mingsheng' SUN Handi'
1 College of Computer Science and Technology/State Key Laboratory of Public Big Data, Guizhou University, Guiyang 550025

Abstract To address the low efficiency and high false alarm rate in detection of DDoS ( Distributed Denial of Serv-
ice) flood attacks,this paper proposes a DWT ( Discrete Wavelet Transform) and AKD ( Adaptive Knowledge Dis-
tillation ) self-encoder neural network based approach to detect DDoS attacks.The approach uses the DWT to extract
frequency features ,the auto-encoder neural network to encode and classify the features, and the AKD to compress
the model in order to achieve efficient detection of DDoS attacks.The results show that the approach has high detec-
tion efficiency for proxy server attacks, database vulnerabilities & TCP flood attacks,and UDP flood attacks, with
low false alarm rate.

Key words DDoS attack ; discrete wavelet transform ( DWT) ;adaptive ; knowledge distillation ; auto-encoder



