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Fig. 1  Schematic of hybrid cryptosystem establishment
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Fig. 3 Classification and construction of two encryption methods
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Fig. 4 Redundancy comparison
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Fig. 5 Robustness test results
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Table 2 Comparison of extraction error %
EAUH SIS 17k SClk( 6107k ARIT7 i
100 13.41 7.83 3.20
200 13.70 8.12 2.32
300 12.91 7.33 2.65
400 13.91 8.33 2.75
500 14.02 8.44 2.66
600 13.53 7.95 2.58
700 14.24 8.66 2.68
800 15.44 9.86 2.68
900 13.84 8.26 2.68
1 000 12.81 7.23 2.68

A 13.78 8.20 2.69
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Fig. 6 Comparison of classification accuracy
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Secure extraction of hidden big data features

based on hybrid cryptosystem
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Abstract The chaotic categories of hidden big data features, combined with the ignorance of the public key and

key encapsulation of big data ciphertext,result in low extraction accuracy and high redundancy of traditional hidden

big data feature extraction methods. Here, a secure extraction approach of hidden features of big data is proposed

based on hybrid cryptosystem.First,the big data ciphertext is generated through public key encapsulation and cryp-

tographic key encapsulation mechanisms in hybrid cryptosystem.Second , the hidden big data characteristics are cate-
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gorized based on symmetric encryption and asymmetric encryption designed according to the content of big data ci-
phertext , which are then used to construct the phase space of big data hidden features and calculate the correlation
dimension between big data, thus realize the secure extraction of hidden big data features.The experimental results
show that, compared with traditional methods,the proposed approach has low redundancy,high accuracy of classifi-
cation rate for big data hidden features up to 95% ,and low error of feature extraction, verifying the feasibility and
application prospect of the proposed approach.

Key words mixed cipher system;big data;occult characteristics; secure extraction; hybrid algorithm ; correlation

dimension



