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Anti-spoofing via nulling antenna in GNSS

TANG Hongjun' HUANG Zhilei® ZENG Hao’
1 Southwest Institute of Electronic Technology,Chengdu 610036
2 School of Microelectronics and Communication Engineering, Chongqging University , Chongqing 400044

Abstract Nowadays spoofing is the dominant threats for GNSS receiver due to its low cost and high efficiency.
However, the nulling antenna, which is widely used in GNSS receiver, can only mitigate the interference via high
power.According to the DOA information of spoofing,some pseudo interferences are added to the received signal and
imping on the antenna array from the same DOAs as the spoofing.Then the following traditional nulling antenna can
suppress the spoofing since the beam pattern generate nulls at the DOAs of spoofing.Finally,the simulations of beam
pattern and PN code synchronization illustrate the performance of the proposed method.

Key words spoofing ; jamming mitigation ;nulling antenna;global navigation satellite system( GNSS)



