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VR IRl CAN B2 5 & M4 ¥ ( Engine Management Sys-
tem, EMS) 4z, R UNE 1 s ARYE 2228 PEP Fl EMS S5 ALH]
Bz R A 128 bits AES I 51550 XTEA 595 5280 PEPS Fl EMS
BB AN 22 A GIE. 1 T 128 bits AES 8095 %91 48 1 A% 51 8 i A
DA E T SM4 2% n i AR AT R AR, B n & e E] A T AR
122 MCU (AL BRES ) BEUR , 2 BUE 505
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H T 2L TESLA MU HA THEIAIER) CAN SR ZE 2N, 3C
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b, Nz B H AT E AN E Y MCU ™ 5 A 5k, HL 4%
B 5, PR AR RIE R o e A& e PERT IR T, A HI [ ™= MCU, 7T LU
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Fig. 1 Block diagram of PEPS system
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Fig. 2 Electrical schematic diagram of PEPS system
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Fig. 3 PEPS power-on time sequence to find the key

2 PEPS 1 EMS & £iNIETTE

2 PEPS 5 EMS 15K CAN 2. 0B #p, i
S5 11 47 ID FRIRAF.PEPS 5 EMS 15 k H
XL PRZAIIE , BLa] 245 EMS 3 o 2 Bk & 1% %
SCE PEPS, PEPS Y1 1E A 14 25 55088 J5 111 52 EMS,
PIYCETR S — NI S PEPS R HIVGIE, 55 — 2%
A PEPS 5 EMS AIE. 7658 — A UE+ , PEP il EMS
=2 SK I PIN, Hirh SK Sy 128 bits $t#E, PIN 2 32
bits Z(#&, SK A1 PIN 38 5 AL #% 2% > 77 5 2] PEPS FlI
EMS [ EEPROM H' 45 — 2 GiFsd f BRI T .

1) PEPS #&1il IGN 4k s Z2fifig, I35 FF EMS &
EINUEF B

2)EMS #1461k )5 LA RERR 150 ms &% DATA &
PEPS.HH T CAN ¢ SCHY — il 25 HE 4 8 bytes,
DATA {U &M% 1) 4 bytes PIN Fll 4 bytes FREHLEL
EMS 7E 2 s AR E] PEPS BN (E B, WAL
TR

3) PEPS #:i5 EMS &£ DATA J& , >R H N

545

AL SK X DATA #1715, 4815 PIN £l 5
EEPROM H (1) PIN PL AL, PEPS & 2 NIEfR B &
EMS, %5 B A& MEE 1 4 bytes PIN £ 4 bytes BEHL
B AnE PEPS #2039 PIN 54 EEPROM 174#
Y PIN APLHL , PEPS ¥4 % 2% 8 byte ) OxFF.

4) EMS BB WGIEE BU5 , RN EE B SK
X} DATA #EA7fi% , FIWT PIN i F1 EEPROM 774 ()
PIN J& 75 VL, an SR VAL, WAL ) Ak i [ 2,
K% 8 bytes [ OxFF , HXAUR JIE(F B W13 1 iR,

3 SM4 EixREE

i 40T PEPS Al EMS GAUERE R, Jf 4k Hi CAN
SRR A5 AL | 4 1 T [ 95 vk sS4 S IR
fifp 25 . SM4 J2: [ 52 5% A 45 BRR) T 2012 4F &A1 i B
WSRO RN S SR Al S AT
Feistel , 21K 128 o7, R 4040 H. 32 fe ARtk
P A R 2 I SCR B — B AR SCiEk [ 10]
AR SR A

1) il i 32 %830z 585 B HdiE S 45 Hh % S
(X35 ’X34’X33 ’X32>:

Xy =F(X, + X, ,X,,,X,5,1k,)) =X, DT(X, D
X, ®X,,®X,,,Drk,),i=0,1,2,---,31,

(Y5,Y,Y,,Y5) = R(Xy,, X5, X5, Xo5) = (Xs,
X34 ’X33 9X32 ) .

2)T A H S LA

TE B EAGBE A, BTz I T A4 s | L 78 e
3

(by,b,,b,,b;) = (Sbox(a,) ,Sbox(a,) ,Sbox(a,),
Sbox(as) ),

C=L(B)= B@(B«2)@ (B« 10)@ (B« 18)@
(Bx<24),

Hd (ay,a,,a,,ay) H 128 i EHE I, (b,,b,,b,,
by) 128 i %dedn .

3) ¥R rk, A

rk, =K, T (CK,, ®CK,,D CK,,DCK,,),

i=0,1,2,---,31.

F1 WENERFER

Table 1 Two-way authentication information
DATA FEILED
MESSAGE SEND RECEIVE ID
ByteO Bytel Byte2 Byte3 Byte4 Byte5 Byte6 Byte7
EMS_DATA EMS PEPS Ox111 RN ( High) RN RN RN(Low) PIN(High) PIN PIN PIN( Low)
PEPS_DATA  PEPS EMS 0x222  RN(High) RN RN RN(Low) PIN(High) PIN PIN PIN( Low)
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4 PEPS Z%EH144%

PEPS RS )T | T 283 FEHLECE AR
EEE] SM4 RS CAN &35 FlHE WORE 7 55 4 .
FRFLI PEPS R4 A4 GPIO WA 1L . i wieene
{ERAFIAS F 00 6 CAN 41 1k CAN % 3% A B ooy
ADC #1454k . DMA #1461k 2 B 28 90 45 AL 5. an &l 4 AL
iV

5 ?Eﬁ%%gﬁiﬂf REREE

533K 128 bits AES B FIE % SM4 Bk A
F| 32 {if MCU GD32F103, 43 #r B Al B3k A2 1 TR0R.
W= M bR e, PEPS R4 5 EMS M4 2 A UET
JE IR AR S — B A S, B IE PEPS
FEMS 75 76 A2 B[] N 58 BUEE , 47k Th B E 30
ms DA 55 R B0y B A ik e BIVARIE B 2 h
PEPS 7 s & 3% 19 55 =, B4 09 1 o v, B ORIE
PEPS &35 Hl EMS $2I0Ectls N 72— 3K

AZRGRH GD32F103 A a0 Ab B 1 ik A =X
ZGEMAEAL PEPS F1 EMS 7 &4, {di [l Kvaser CAN 43
B H & CAN T DI REMY ZLG 1Y ZDS2024 Plus
B 7R i 4%, Saleae Logic8 1% 5 /0 AT A 5515 & FF )8
MR E S, T PC MY C-Free5 IDE G314
IKER SM4 B 905 Rz BE A 3 4508 108
MHz ) MCU GD32F103, 7£ KEIL J & 3185 this 7% 4 PEPS Z%: FRF A
7 3F I, in e s i iR 3 an 1l 5—8 Fir . A 3R Fig.4 Flow chart for the main program of the PEPS system

SSBHEER) G/ fi 2 PS
I 1Eh el % AR

ﬁmm\r

RKEHZ6g M1 ﬁ;ﬁ

;.
HATI2 K
W B ®

_] startup_gd32fi0x hd.s ] mainc ] AESc | ] SMAc ¥ X v 3] 03U unsigned char
333 | } 5 v (6 0x66 'f unsigned char
334 L m Ox77'w' unsigned char
3:2 L'.'-:Ld AES_Test( void ) LA 0x88'7 unsigned char
3 { - .

L C) 0x99 ? d chas
337 TEST_ON(): 19 : unsfgne char
338 AES_InitSk(SK): ¢ o] OxAA? unsigned char
339 TEST_OFF(): ¢ mj 0xBB ? unsigned char
340 - ¢ 2] 0xCC*? unsigned char
::; BENCDYLOUChUE] ShpEc; S8): @ (13) 0xDD 7 unsigned char
343 TEST oM. v 4] OxEE '? unsigned char
@® 344 [ A.ES_Encry'pt(oul:pul:): I ¥ [15) OxFF* * unsigned char
w 345 TEST OTrII> \ﬁ output 0x2000002C output(] “... unsigned char{16]
346 :
v
347 TEST_ON() ; 0] ke i B
348 AES_Decrypt (output) ; ¢ m unsigned char
® 349 TEST_OFF(): v 2 unsigned char
350 |} v 3] unsigned char
351 L :
v
352 int main(void) [4] unsigned char
353 51 @5 unsigned char
354 rcu_ahb_clock_config (RCU_AHB_CKSYS DIV}.) v [6] unsigned char
355 systick_config():// REEMioemnz, 5 e m unsigned char
F
::: reu pez.\ph clock enable(RC‘U AF): f ! @ 18 unsigned char
358 gpio_config_for led(): ¢ unsigned char
359 gpio_config_for_button(): ¢ [10] unsigned char
360 ) ) LA unsigned char
:i; gpio_config_for test(): @ (12} unsigned char
363 gpio_config for_can()://CaN ceiole ¢ 13 unsigned char
364 nvic config();//FHREE ¢ [14] unsigned char

5 128 bits AES INEHET
Fig. 5 128 bits AES encryption program
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_] mainc ] AES«c _\_}w’ T | 3 F X v 13] w22 v unsignea cnar
337 TEST ON(): = v 16] 066 'f' unsigned char
338 AES InitSk(SK): v m Ox77 'w' unsigned char
339 TEST OFF(): v I8 0x88 7 unsigned char
oAt z v 9 x99 ‘7 unsigned char
341 memcpy (output, input, 1é); 2 -

342 ¥ [10] OxAA 7 unsigned char
343 TEST_ON(): v 0xBB 7 unsigned char
® 344 AES_Encrypt (output); ¢ N2 xCC? unsigned char
::: RN @ [13) 0xDD ? unsigned char
347 v 14 OxEE '? unsigned char
348 | AES_Beczypl: (output) ; I v [15] OxFF ' unsigned char
349 || “—resr-errtr 2 % output 0x2000002C outputl] ™" | unsigned char[16]
350 |} v 0] unsigned char
351 -
352 4int main(void) v unsigned char
353 ¢ @2 unsigned char
354 rcu_ahb _clock config (RCU_REB_CISYS:PI_VI? 3 v 3 unsigned char
355 systick_config();// REEMiosmmz, KH 52 -
- S s v 14 unsigned char
356 rcu _periph clock enable (RCU_AF):/ %?f! F
Sk ] e = — ¥ 5] unsigned char
358 gpio_config_for led(): v (6] unsigned char
359 gpio_config_ for_ button():; LA unsigned char
360 v (8] unsigned char
361 gpio_config for test(): -
362 v 9 unsigned char
363 gpio_config_for_can();//CaN GrroEtE v 0] unsigned char
364 nvic_config():// FFEE ¢ m unsigned char
o v 2] unsigned char
366 timer_ lms_config(): -
367 v 13] unsigned char
368 can_msg_config(); v 14 unsigned char
3é9 v [15] unsigned char
370 PEPS_EMS_Init(); R s

& 6
Fig. 6

128 bits AES it % FEF
128 bits AES decryption program

_] mainc ] AESc | _]JUSMAE | _JUPEPSET ] PEPSH ] statup_gd32NOchds ] 9d32110«_gpio.c v x v w2 v unsignea cnar
314 sm4_context encrypt; " v (6 066 'f unsigned char
315 sm4_context decrypt; *m Ox77'w unsigned char
316 ¢ 8 0x88? unsigned char

L 8 us th = 16;
e e ue_tenguh = & ¢ 0997 unsigned cher
319 void SM4_Test( void ) @ (0] OxAA 7 unsigned char
320 B¢ ¢ [ 0xB8 7 unsigned char
321 encrypt.mode = 5M4_ENCRYPT; ¢ N2 o&CC? unsigned char
2 vpt.mode = ECRYPT;
:;g decrypt.mode SM4_DECRYPT; ¢ 3 DD 7 unsigned char
324 TaT coair s ¢ g O<EE 7 unsigned char
325 l sm4_crypt_ecb(&encrypt, SM4 ENCRYPT, uS_length, 1input, Output): I v [15] OcFF* * unsigned char
W s2e TEST OFF () 5 “$ output 0x2000002C output(] *... unsigned char{16]
327 v unsigned char
328 memcpy (input, output, 1€):
329 *m unsigned char
330 TEST_ON(); 2 unsigned char
£ sm4_crypt_ecb(sdecrypt, SM4_DECRYPT, uS_length, input, output): v 3 unsigned char
O :;i ) TEST_OFF(): ? 4 unsigned char
334 ? (5] unsigned char
335 void AES_Test( void ) v (6 unsigned char
336 1 om unsigned char
337 TEST_ON():
= v (8 ed ch:
338 AES_InitSk(SK); o il
339 TEST_OFF () ; v 9 unsigned char
340 - ¢ [10] unsigned char
341 memcpy (output, input, l¢); L] unsigned char
B8 ¢z unsigned char
343 TEST_ON():
344 AES_Encrypt (output); ¢y unsigned char
345 TEST_OFF(): LR unsigned char
346 ¢ 3) unsigned char

Bl 7 SM4 T
Fig.7 SM4 encryption procedure

SM4 B3 v (R fin gk 2 B[], MCU B9 GPIO HHZ
St AR R B GPIO 1 S B A 5% s ) o | -
FHIZH AT IR 10 B FIRAS 5 Saleae -1
TR 7% 0 i fige 2 s )R FH D 48 S B9, T
RSN 57.75 s, fif 25 ISF B R 57,75 s, K 128
bits AES 43 145 B ] 24 0. 906 5 ms , fiff 45 i} [6] Sy
0. 141 ms, FIREUE RV AES 555k i 0 25 1) 8] £ 31
SM4 S 15 4%, il 25 I [A] 4220 SM4 SR 1Y 3 4%,

AR SM4 AR R T B RN A R AL ]

5.1 SM4 fin%; KA IEHIE

FLRIES 2 PEPS fil EMS /9 CAN 3 {55 SE i
TR 3 I EMS BV, SR SM4 Jiin % Bk 19 oR 45
JE RTINS B g ) 2 A T 25N T EMS KLY B ]
TR0 T'< T O TIAE CAN SRSt | i
Kvaser CAN SR {7 AL CANKIING - & 963 &
T E AU WS Ak 7 ARy I TR R 7R A [R] A
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] mainc ] AES.c ] SMMc ] PEPSc ] PEPSh ] startup gd32MOchds | ] gd32110x gpio.c v x v @l T——
320 ¢ Py v (6 unsign
321 encrypt.mode = SM4_ENCRYPT: *m unsign
322 decrypt.mode = SM4_ DECRYPT: v (8 unsign
323

v
324 TEST_ON(); 19 unsign
325 sm4_crypt_ecb(iencrypt, SM4_ENCRYPT, u8_length, input, Output): v (o] unsign
® 32¢ TEST _OFF(): ¢ unsign
327 ¢ 12 unsign
:g: mencpy (input, output, 1é); @3 unsign
330 TEST ON(); _ ¢4 unsign
331 | sm4 czypt ecb(sdecrypt, SM4 DECRYPT, u8 length, input, output): | LlLE] unsign
i a3z || TTESTORETE: % output 0x2000002C output] ™ | unsign
333 |} @ (0] unsign
334
335 void RES_Test( void ) m unsign
336 1 v 2 unsign
337 TEST _ON(): v 3] unsign
338 AES InitSk(SK):
X v 4 unsign
339 TEST _OFF():
340 B v 5 unsign
341 memcpy (output, input, 16); v (8 unsign
342 v m unsign
343 TEST_ON() : v (g unsign
344 AES_Encrypt (output):
348 TEST_OFF(): v 9 unsign
34¢ v o unsign
347 TEST_ON(): @ unsign
348 AES_Decrypt (output); @ 12 pomre
349 TEST OFF(): na i9
350 | ) v 13 unsign
351 @ (14 unsign
352 int main(void) @ N3 unsign

8 SM4 ff# LT
Fig. 8 SM4 decryption procedure

IHEIF ST il sk EMS A% 2 4R IR FI PEPS 42
WK ER R, AEL 9 Fk 2 vhnf DIAR H 3 F SM4 5
1) R B B RN 2 B[R] 22 ATz /N EMS RIS
B 30 ms, 56 42 & R G LA ELR.
5.2 TREMEEEEEERMEIIE

RELHE EMS 19 R BY & % CAN ID i 0X111,
PEPS 5 S5, & 3% CAN ID & 0X222, EMS 4 i i HL
B 0X 11223344 15 PIN 1% | FEALBORH B A4 L 16
bytes BH 3C i %, 4 B % SC Y 4 bytes 2

@ Kvaser CanKing - [canlch.wct] - (m]

0XCC66DCCO FIFANLEL 0X11223344 F4 1L 8 bytes HY
CAN 3 i3 42k & 3% = PEPS, PEPS Y #] CAN i
SO, BRI 4 bytes BEFLEL, L &% H & EEPROM
A% 4 bytes PIN i, fifi HH 16 bytes 9 SK 3 i
SM4 i Z Ji, & LT 4 bytes 5 CAN i 3L 5 4
bytes —2, W BH 25 — Y GIE AL, PEPS F-A= Wi fifi
ML 0X55667788, 4% i SM4 4.9 in 3% W S, ) Bk
% K HT 4 bytes 0X42B14E78 LI M Fifi #L %k
0X55667788 A% %] EMS ¥, EMS Y 21 54 48 f5 [R] #1

RANSRERRN <. .. bit rate in all C

Output Window = o X
File View Messages Options Window Help lchn Identifier Flg DLC DO...1...2...3...4...5...6..D7 Time Dir
o 00000111 8 11 22 33 44 CC €€ DC Ce $10.9009%0 R ~
“ =4 8 > ] o W em e s fr on en en om
New... save Start Run Stop o 00000123 8 €E €E €E €E €EE €E €EE €E 519.€09540 R
- Qper = ) 8 S5 €€ 77 88 42 BL 4T 78 $10.50€870 R
g CAN - =] % 51 Select Formatters o
Configuration | HAW Filters Available Formatters:
Bus Statistics Standard Text Format
0% DBC Formatter = Use
11939 Formatter .
Total Per Second @ Overrun Direction Fiter
Rx Messages: 42 4 DLL Formatter
TxMessages: 0 ) & Clear Stop Filter
Error Frames: 0 ) Pass Filter
" — e
EmorCoonters: Pemgefrsn Simple 11939 identifier interpreter
Interpret King's Pages
Bus Configuration e
0 -Kvaser Leaf Light v2
can Init Access Sient Mode
Bus Parameters Active Formatters in Order of Execution:
© Standard Text Format
J: | 500 kbit/s, 75.0% Lir
=
A Choose...

i Bus Status

- W v Down
@onBus @ Error Passive

@offeus @ System Warning

€2 Options | X Remove

<

v

P9 PEPS il EMS $2% i i) 8
Fig. 9 PEPS and EMS receiving and sending time stamps
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F2 InfEZetE
Table 2 Encryption and decryption timetable

EMS &k st/ PEPS B2 &4 it i)/ BRI RN 25 B s [H) 22 T T /ms HUIARME T/ms  T'<T
510. 900 990 510. 906 870 5.88 30 2
535.338 320 535. 344 290 5.97 30 2
549.502 710 549. 506 810 4.10 30 2

Jnes  BINBESCHIET 4 bytes 5 PEPS & 3% CAN 4
XI5 4 bytes e — 25, 136 WIIAUE BT, 56 iE 2 08
Nk 3 frn.

6 ZHit

AT E B B SM4, it T 44k PEPS I
EMS [ CAN 15 % VAR R S8, HoCHE ik a2
.

1) 437 128 bits AES B ETE 4238 PEPS fl EMS
) CAN {5 N4 IR 3. i F AES 2581 A4 LR 2 51 ]
JERAE SM4 2 4%, Tk 2 B ) K g %5 AR
R, I, K [ % SM4 B9k 6 T PEPS fil EMS
(A2 A TAIE | 448 O i 2 st ), A 2B v B e sk .

2) #&4 PEPS Fl EMS S5 &, R 32 1

108 MHz GD32F103 /E-A PEPS [0 Ab BEER , $: 11
HL B 4% GPIO AD .CAN .SPI %% 3T KEIL £ T
KIAEETT PEPS 1 B R T BEALEA: B SM4 i fi#
% CAN SPI %5 K%L,

3) ¥ SM4 B LA F] MCU GD32F103, 4
128 bits AES % ¥k Fl SM4 B ¥k i1z 17 80K, # i
Saleae Logic8 i %5 /AT {3 SM4 [y Jin fif 25 B[] 32
KT 128 bits AES 1k HAAIE &/, I HE T Kavase
CANKing “F-5 55 UF PEPS F1 EMS 9737 55 A 750k 5
PEIEFIPE SR 48 bR, R 1CV % 4D E 7 ZE 4R (LA 5%
FERi.

4) %} PEPS 1l EMS {5 () CAN B SCaEAT in %%
L I Sy d | s - N S R RV By

)AL,

%3 PEPS B/ & X EMEEERMSERIE

Table 3  Verification of PEPS identity legitimacy and data correctness

i 75 EMS F1 PEPS 5 s & 1% B 3¢ 3 BREE
RN:0X11223344
PIN:0XF1B08A34 0XCC66DCCEFA3DFASTA6E0468 AESBCSDIF gggiéggggé‘é 6
CC ¥ :0XC136FABB7BCD3BF3 ;
RN :0X23456789
PIN:0XF1B08A34 0XAEBC417D18934B36908F2C2C78 AD80C4 gﬂg :giiﬁfgﬁgr)
o CC %t :0XC136FABB7BCD3BF3 :
TRz
RN :0X55667788
PIN:0XF1B08A34 0X42B14E78231d9d19d26eaflc32799a703 %E{i %);1526]3617133 g
CC ¥ :0XC136FABB7BCD3BF3 ;
RN :0XABCDEFO1
PIN:0XF1B08A34 0X8A440E20abace4489ad90ad7al52ff g\;og?g:ﬁ%;%
CC ¥+ .0XC136FABB7BCD3BF3 ;
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Abstract With the rapid development of ICV (Intelligent Connected Vehicle) industry,data exchange between
vehicle and human,vehicle and vehicle as well as between vehicle and external environment has become common,
which imposes serious threat to automobile security.Security certification of vehicle PEPS ( Passive Entry Passive
Start) and EMS ( Engine Management System) is the prerequisite to ensure the safe operation of the vehicle. How-
ever ,the widely used 128 bits AES for PEPS and EMS security certification is complex in algorithm , time consuming
in encryption and decryption,and occupies more MCU resources, compared with encryption algorithm SM4.Here , the
SM4 algorithm is used to carry out security certification of vehicle PEPS and EMS, which can shorten the encryption
and decryption time, and effectively improve the data transmission efficiency. Then, it is implemented by advance
language and transplanted to domestic MCU GD32F103.The proposed approach applies encryption algorithm SM4
and provide a research basis for ICV security certification.

Key words encryption algorithm SM4 ; passive entry passive start (PEPS) ; engine management system ( EMS) ;

security certification



