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Fig. 1  Overall architecture of the proposed detection of malicious applications
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Table 2 Performance comparison of malicious application classifications
PEM AR AT S SCHR[ 14] SCHR[ 16] CHR[17] SCHK[ 22] CNN NS RS
2 5k 85. 80 95.30 86. 86 99. 20 85.11 99.12
P 4502 49.90 83. 30 80. 20 98. 40 99. 06 99. 59
42 3k 27.50 59.70 67.21 73.50 73.97 96. 04
2 5k 88. 30 95.30 89. 00 98.20 84.13 99. 12
R 4432 48.50 81.00 79. 64 96. 40 99. 04 99. 59
2 3 25.50 61.20 66. 59 74.20 68.55 94.31
2 4k 87.03 95.30 87.92 98.70 84. 14 99. 12
F, 4533k 49.19 82.13 79.92 97.39 99. 04 99. 59
42 26. 46 60. 44 66. 90 73.85 67.29 95.17
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Detection of malicious applications based on
improved deep residual shrinkage network

XU Lilong' ZHAI Jiangtao' LIN Peng' CUI Yongfu'

1 School of Electronics & Information Engineering, Nanjing University of Information Science & Technology, Nanjing 210044

Abstract The rapid growth of malicious applications has posed a security threat to mobile intelligent terminals.It is
of great significance to achieve high-precision detection of malicious applications for mobile network information se-
curity.Here , this paper proposes a method to detect malicious applications based on improved deep residual shrink-
age network. First, the traffic features are preprocessed into convolutional neural network inputs, and then the
channel attention mechanism and spatial attention mechanism are introduced to weight the sample features from the
channel and spatial dimensions.Then,the deep residual shrinkage network is introduced to adaptively filter out the
redundant features of the samples,and the parameters are back propagated through the identical connection optimi-
zation , so as to reduce the difficulty of model training and classification, and finally realize the high-precision identi-
fication of malicious android applications.The proposed method avoids manual feature extraction,achieves high-pre-
cision classification and has certain generalization ability. Experimental results show that the accuracy of the
proposed method is 99. 40% ,99. 95% and 97. 33% in 2-classification ,4-classification and 42-classification of mali-
cious applications, respectively. Compared with the existing methods, the proposed method has better classification
performance and generalization ability.

Key words

malicious application ;malicious families ;deep residual shrinkage network ;information security



