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Radio frequency fingerprint identification of Wi-Fi device
based on attention residual network
ZHANG Kai' GUO Jianli' HU Junxing® REN Junxia® TAN Lei’
1 State Grid Henan Electric Power Company ,Zhengzhou 450000
2 Henan Jiuyu Tenglong Information Engineering Co., Ltd. ,Zhengzhou 450052
Abstract The openness of wireless media has been a security threat for traditional wireless network based on secu-

rity protocol. While the Radio Frequency Fingerprint ( RFF) identification is based on physical layer security, and
considering the RFF is impossible to forge,the RFF identification can effectively improve the security of wireless
network. Aiming at the multi-scene and multi-device identification, an RFF identification approach is constructed
based on attention residual convolution neural network.The dataset contains 32 Wi-Fi modules, covering the 2. 4
GHz module of 802. 11b standard. The comparison results show that the recognition accuracy of the proposed ap-
proach is 90% for the 32 Wi-Fi modules, higher than that of traditional algorithm (86% ) and convolutional neural
network approach (89%) ;the recognition accuracy can be higher than 90% on the dataset with different sampling
rates when the SNR is greater than 2 dB,which can reach as high as 96% when the SNR is greater than 20 dB.

Key words radio frequency fingerprint ( RFF) ;device identification ; attention residual network ; physical layer se-

curity ; communication security



