Je TR ECPON N S e AP g BRORL PR B

HE

A FHLAANH TR RAITHE
WEAL Ty A B A B RS- 35 = 45
B ek AR 4l E 4 RE
BENE (AP) 89313 5 32 E (RSS) , M
TEMFERNELERRAEENEE
VAL LU, A P R R SRS 5B %
He B AT IR SR B 25 R BAL B &0
RBRSEEREHEEFER SN TS
RRABEAIL BREF T E L LK
R TIRA AR 0 TAE A A H 2
AT R BB A BRI KR
RO E G IEE, A P BESIRS B K
BHAT I LM B 2 R A o R AL
BAT EFIEREY AR d—F 1k
AmBEHRRGIERERFE, XA AFTE
EmEHEATHAERA N EOES
RABHAEN IS IE D R F B Ak
IR EX—FRPHLETELEN.
AR T XA A # TR E LA
BB RAFHRIER LG ERER AT
WY B PR AN, AL ER ST —
AR TR 56y Bt 7 % AR AR
FREG BT K A RN AT R F E. A
RGN RGN T A ROT Tk
FOR,EXAHEFTEERN P T
Wit EH R ALK S B A6 35 AL
15 7 2 Ax RSS 3SR IE LMY T h 25
RETAILFERAL TN LA R0
F) B 4% 8 AL B
KEE

A TIEEAL; BN AL BARY

FESES 0429
XERFRER A

WimEE 2017-07-20
REIWE [ER A RBEHES (11471003,6142
5024)
fEEE

321 IR R 5 e Sl T B R 2 27 e o
FAFAPR Y. ericzz0727 @ gmail.com

R GRAFIEE) , 55, 1, By AT 5T
B, HATATSE 7 [0 4 8 3l 2 4 | B AL f 7 5.

huajingyu@ nju.edu.cn

1 MUK NI SHOR R, R AT, 210023

0 58

TN ENDN TR T E TN R UL AR O ZE A 1
FNEN LT, Wi-Fi 5 515800 T HmE B sz e X fpo ik
HE R 2 BB IR BRI B B AE DN R B, R 55 B AL
MEFESC, Bk B 2N A S (APs) 19 Wi-Fi 55538 5 | 7625 [a] 4 ik
1T 2L BRI HAFAR R AR b 48 S0 P BE A 5 A PR
HEANRFE S B ek B E AR e B, Y EML A
PR B A0, IR SR B2 06 T IR AE A7 B 146 80, SR 5 B2 SR B e b e DR i
AIFE L, ITHR A IR 8] (448 SORAG A B A7 & i T8 S8R PEAN 2 5
ey, MR 55 338w SR AL TVE AL T R ML ) £ 75 N R ok
AR AT AR, PRI AT 38 K 8 SCRCE P T e A AT 5 A 5 i iy v
PR 55 i b P BB SROK I S A5l 1 % Bl 55 43 1711 R 95 7 253 [l —
BRI BB AR AT, B P VA A AT A RR >R B2 7 R B84l e SR T
XA ITIE BRI T IR 55 R A 25, (R Hh T IR 55 7S AT LA 58 4 BRI
FHP BB, TP 2 $R0E A0 BRORA [n] A2, PR e BLARL A 3 T8 2L
WO B 5 28 0% R It DA i 55 A A g A HT P B B Rl X M 55 A Pk
G, A R P BRRL RN IR 55 7 1) B RAAE R 2 B o] 2 wp g 1, 4l 38
ATV B AT 7 R B AT 5 S A ) L AE A b AT B 4 —
T 6 T 0 4% 1) v S8R 1 AR B8 7 SR AN X O T S . TR
wr.

ORI T —Fh LA A PR B BRORA R 18 SCUT E T 28 X Bl Oy 2 f
ElGamal % J7 %1 Zead &R 28 7 S8k T P I 2 11 15 SCRN R 55
AR TR SCZ [ BB B X — i AR P IR 55 28 8 SUTR AR = 4% 1.

FATBE GBS T FEA Tr 58, 8 2 358 2 — o BSURA 18 A AN D3 2 B[]
THFE. BRAPE G 2 I ZE M BRAL BRI 53 A 0 A K/NERLE A%, i
SRR WA B UL FE S P AR EAR B 3 O A I S8 38 2k A 2% LAt
) Fi SOV EES T 1 F8 BOR DR E A T WA A& . B T3 A 07 AT
B RS54 0 T PR S0 A, TR LS [B) B S S B AIR. e, TR R 55
iy FURE 8 T3 kA XS 3 BRIt B PR 200 B ki
R, P RS R RAR R,

HZ A 2 A B AE LAE LS R i AR B ORI, BT DAFR A48
2 B T SR X e pp e AR A B i BRSO T
T3 A AT AR R REARE A i i SR — A P & s AT e fr, If



552

AT T ML 36 e 95 2 400 I A, 0 8 R 45 7 T L
Wiz Bl il — BE R AE LA R 0 B 221 E E A G BE
TE S 301 P9 22 b G IE B BT AL G A FRATT 4R MR A K
FRIAT SR SRR AR 33 b G I g o i il 8 R e 0t 5 6
H e B 55 TR B 2R B 8 SO R A B AT X
FIREAT 23 100 MR 55w A e RA , DR R AT T8 0 T4 3
AP R TT ZE KRR A AL 2 )5 WF9E T AR E
ooy FEHAR W T A R T R T EN
ety 28, AT 3 B P AR M A o D e ) S 7 SR 3R
PR 554 B 48 SURH .

e, AR SCHEAT T K ISR Al T 2 1 &
BT ORAE 1000 A B A LB SRR T
SO S DA I RS el AR LAAE 1 s Y
SERL—UEAL , I HL A8 S 1 4 T X i) ] 85 2
AR, R 5K 2 o) B R R . 2
RERHREEESPIA—LES ETRENY
JERTLLIERR R B 95% L) I il f 45 30T 45 20 AT 138 52
Bl £t 1 %of T 52 2 A B0 BRI, SRR 25 R R T
ESWIEITE 30 NG TERI Y E S AR b
JEE AT H 1) 58 (A B 482 BT LA 2 AR T

ARSI AR 2 HEI T 28 1 3B F R A 2
TAE ;56 2 #8125 T 348 80E A7 1 BRUORA [R]85 1)
TEECE S 55 3 04 R T ] 25 28 ) e ik o
GVE Y R S TN e & SN RS
ZE S IO T 3V R 6 MAaURA T ER
SENLICT 26 7 FAr R T SE R 245 R DL BOTEAG 5 8
HRAT AT T 4.

1 tHxXIE

TE AR SR B B AL PRSP A I JLAF BB 5 R AR
W2 IR TR 22 80T A R 4 v 7 2 1 07 8 1 IR 55
(LBS) Byl A7 B R4 b i T P o ad 72
BEA DT AR X w8 A1 2 Bas— T H AfE R 707
B MR55 (LBS) H A AL B RS AR LR (LPPMs) | iX
AIRE I AT AR AP T L B E A R G — Lt
Rk

TS T E R 55, P RO A 7 2
SR S5 IS5 R B T R it — 2 S 2 i 5
FEANSEH HT B 3 P I 55 k167 8 1 55 v 9 7 5 ot
AAERIPAILE] (LPPMs ) ) F AR AR P RERE i F X
S fiR 55 1 [ e JUT R /D i 2 R A AR B X5 3
TRV FH P AR IBUIR 55 45 04 R 122 30 415 20 14 [ sf £ 3 P
JUH SR SUE B HARMRARL

KA, A T HE U Y 2 P SE (O B B ARL PR

ZHANG Zhao et al.Privacy-preserving in fingerprinting-based indoor localization.

PAEBHLAT Y LPPMs T AR AEFH P A&7 B
FEEIR SR AT TIRIE 0 XS R EUE A
FEA U, 7R X R R 8 SR T 1) 5 PN o P e g
MELLIESZ AE ) — 2510 LPPMs T4 T o) YR U DX 3,
SR BB B R O 58 B B IR T A AR R
TR — R ) LPPMs T AR A8 52 bR IR 553
3R & 1 RIS 2 A TUAS B 3 oK ke TP % 2 R 55 2
PERTH R OTE A R BR 2 A 7 T 24 P % T R
EH TR S AN BESE 2 T MBI BT, thid iR
BURZE Ty W it 3 3ok U8 et i M oK o Ji — b 2 Al
1) LPPMs R FH I 2 AR B Pt Bt ) ik bl
] P14 S e JEL AR ) FH — 2 [) 25 3 g 05 B Ao 1Y)
TR A% SCas [ BB, DI AS Tl 58 SR 4R (. AR SC
i R 55 — b 1 SEBLAE BUE A7 I B AL AR
HA KBk R B RE BT — iy Tk S BUASEA 15 SO
HH S (1) 3] 25 302 () Y e it A | AR 22 1 R DG i 55
AR A ) A vk R R O ) Y 5
.

FE 5.2 FRATIE R 2B AR Sk A S xHE sk
FTr 4L LAY/ 5 B2 DU G A 48 208 X b O s i
W PR Swangmuang 256 H S AAT T FF 330 Fofr A A ik
D BETFHE SO N E N HT A Y T3 . Altintas
ST R R e et S 6 T T (R R W AR
SCHE 5. 2 AR A ) R

2 9 FRIA

TR 78 5L T 98 SOR Y % 7 Hh B ) 2
F34E 2 A D5 T IR 55 s AR EBH 1R T 2 ST i AR 3
BYFE S, 100 T AR L 7 1 I 55 45 600 At ) 52 Y 8 2
TR0 HR At 1Y 007 . AR B B AN 48 BU R s g —
MLE 0 ADFFIERY 1) & RN — A KN A A
AP B A AR AT ARRE — A XN ) — 1
FEE AP B 5o B FRA TR S A e py ) i vl ) Ak
mF.

E—MERS 2% S _EITRSOEHRIE D (a, ,a,,
weyay,) ,—HAP UWEBINEE o, FATEIT—
ANTE S FIU Z [ RE A ML, 7EIX MR S F U 43
5 D a, VEREA AR XA PUS , U AT LR
15 loc(ag,..) 1ER D HEEES a, Sl HE SO AL
BN FAAE L1 < i < m,Dist(a,,a,,.) <
Disi(a,,a;).

TEIX B Dist 23R8 2 MRS I 1Y pR 8, AR

n

SCEBASE KL BEAS I B Dist(a,,a,) = Y, (a, | 1

t=1



AR 24 > 2E R ARREEND) 2017,9(5) :551-559

Journal of Nanjing University of Information Science and Technology ( Natural Science Edition) ,2017,9(5) :551-559 553

| =a, | ) AEXAL R BCAARIE 2 1) U
RAESAG AT LI A D FATAT—A o, ML (5
B52) S ANREARIGAT AT REHE AHEN o, B Dist(a,,
a;) fHME B,

FATE NS 3 F 53T hb fife e bk [ RE 531 1
AT 5 23 2 B — A~ 38 2o ) 285 0 %% 52 B0 1) S ik it
A%, AT DAAR G- v 22 FH P RIIR 55 7 1Y) B RA e SR ax A4
JAS FR] Ay i s T 7T /S B I FH 7 R A 1) 5 P
P, PR FRAT St — 25 BT 5N SE FH 4 AR
T T FED B 1) BRURL I Uk A it [ T .

3 ERRSMENERMEEFARF TR

e — IR R AL O SR AR SO
FAR , T E0E A 1 T B H AR KA IR 55 25 K diE
J2 o 5 P I B e 42 30T A B0, B P 3k
BRI TR A0 Mk 55 #5508 P2 v g S0 i BE 5 AR ST ik
i SR ElGamal B[RS I 6" 16 % 3025 ]
THELRE S, A i AR v R 55 2 A0 P 30 G ik 3R A o
T PR AL

B 1 R EEE T A BB HE ElGamal A9 7
Z,—NHPEE AL H O Y I T A i — X
BICk, k) Job b VERRVEL, T K, = (p,g,h) VBN
WNHL RS B BE, (my - omy) =
E, (m,) - E, (my). FP R R GRGE G 55 i, 0 T
TP IEI AR 80 a, HIRHE o, [¢], P @R
NP e, [1] =E, (g"") Fle/[1] =E, (g"")?,
IR 2 AME K 3% 45 M55 4, IR 55 28 % T 800 1
NS o, FATIN T 114

c, = Heu'[t]Ekp(g(a,j[l])z)eu[t:l 72(15[1]. ( 1)
=1

HRAIE EIGamal 119 7] 5 1 8% 19 4 0, i 11 LA 4
Sili e, = E, (g" ) 5 BRIV AT L5 5 C =
Leyae e, | AFPT P T LA 2 25 7
Dkx( C) = {gDist(au,al) ’gDist(au,az) e ’g[)ist(u“,um) .

RATAN a, FURIEIEEL a,,,., HOHE S R E 65
ANAARAE B 2R W B KR B T X D, (e) Y4
Brig gt gt AT BB, 40 4 i 3
Dist(a,,a;) 5 1 F%E, 105 34 HR B0 A48 BN A
Dist(a, ;) BERTEGS K. 24475 BT AT IE 2 00 {6 )
RO P o 1 W 5 . 0 9
TTIB R PP 7T L3R4 0 45 4 % LB o B4 4, {11
BT AR SO B TR 5.3 WA &
RIS TR LR B RO 0 i

i E.
Phone Server
k,=(p,g,h)
fe,[1]=E, (g 11<1<n]
»
fe, [1]=E, (g% 11<i<n}
P
For i=1 through m do
S = Heul[ﬂ
i=1
5 = HEk (g("i'”)z)
i=1 P
S3 = Heu[ﬂ 2]
i=1
C; =81 * Sy 83
End For
le;l1<isml}|
For i=1 through m do
Decrypt ¢;:D,(¢;)
rl=+oo
For /=1 through &
If D,(c;)=g' then
r;=1;Break;
End If
End For
End For
Output the index of the mininum element
in{r ,ry,

(SRE 2y Sk

Fig. 1 Overview of the basic scheme
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Privacy-preserving in fingerprinting-based indoor localization

ZHANG Zhao' HUA Jingyu'
1 Department of Computer Science & Technology, Nanjing University, Nanjing 210023

Abstract Fingerprinting-based localization is one of the most popular indoor localization approaches.In the offline
phase ,the service provider measures the fingerprint, i.e., receives signal strength ( RSS) samples from various
access points ( APs) at a number of knownlocations in the target space and stores them in a database.In the online
phase,a user sends his location query with his current fingerprint measurement to the server,which will search for
the closest fingerprintin the database.Although this approach has been studied for a long time ,no existing work con-
siders the privacy requirements for the two sides:the provider wants to protect thecollected fingerprints against the
users ;while the users want to protect their fingerprint measurements against the service provider to avoid location-
leaking.In this paper,we aim to protect the privacy of the users and the service provider at the same time.We pro-

pose a privacy-preserving fingerprint matching scheme which uses a cryptographic technique to compute the distance
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between the fingerprint measured by the user and the fingerprints in the database within the ciphertext space. We
show that it well guarantees the privacy requirement of both the two sides in a single localization.To reduce its time
overhead ,we then present an improved scheme based on the grid division as well as three extensions at the cost of
limited privacy loss.To enhance its security ,we finally present an effective countermeasure against a special attack
leveraging which malicious users could revealfingerprints on the server through repeated localizations.The extensive
experiments with a public RSS-fingerprint dataset show that our proposal is fast enough for realtime localization and
preserve the localization precision at the same time.

Key words fingerprinting-based localization ;indoor localization ; privacy preserving



