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Fig. 3 Watermark embedding method in setting
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F 1 R0 rsidDel KED A ER BN BT EM L FFE
Table 1 Embedding capacity and bit rate for rsidDel method

SRV o FEISUERN A sbytes EEIRREA,  PEERAE R A /bits R,/ (bit/words) R,/ (bit/file size)
0~100 654 27 183 3291 8 072 2.452 66 0.037 12
100~200 83 121 379 17 448 41 156 2.358 74 0. 042 38
200~300 45 231 558 21 758 44 074 2.025 70 0.023 79
300~400 40 371273 37 425 84 566 2.259 62 0. 028 47
400~500 38 450 516 53 542 118 488 2.213 00 0. 032 88
500~ 600 29 546 370 80 873 174 576 2.158 64 0. 039 90
600~700 33 637 638 77 890 168 044 2.157 46 0.032 94
700~ 800 29 742 327 109 486 225210 2.056 98 0. 037 92
800~900 16 842 569 149 961 338 358 2.256 31 0. 050 20
900~ 1 000 7 937 453 176 943 399 444 2.257 47 0. 053 26
1 000~ 26 3 058 694 346 982 822 296 2.369 85 0.033 61
F-H{H 91 228 226 28 861 65 292 2.262 29 0.035 76

%2 0 rsidDel 7K EN A RIS KNS L 2 2% 2 WIS RN AR AR R 0. 27 % 2 7F 43

Table 2 Change rate of file size for rsidDel method

SR SCAFR N bytes -
AR K W) BARGD BALH/ %
0~ 100 27 183 27 403 +0.809 3
100~200 121 379 122 142 +0.628 6
200~300 231 558 232 896 +0.577 8
300~ 400 371 273 370 354 -0.248 0
400~ 500 450 516 452 452 +0.429 7
500~ 600 546 370 548 638 +0.415 1
600~700 637 638 639 249 +0.252 7
700~ 800 742 327 745 486 +0.425 6
800~900 842 569 839 965 -0.309 0
900~ 1 000 937 453 938 458 +0.107 2
1 000~ 3 058 694 3056 591 -0.069 0
TR R +0.27

SHABKTEA L 2T R TR S
SCRY BRI Gk Ba A5 B 0 O s, U B Y SR
NS AL AL AT LA Z W, R 3 i R,
Castiglione 25" 7 Microsoft & & SCFY Hh feui (5 &, , i
ZHRT 25% WK B, Katzenbeisser 25 7] i % 51
B IR B 2 HE K 25% K.

R3 XHRPMELEREIIE

Table 3  Comparison of file size change rate

AT R AL/ %
MM R B SR AT 1Y 7 +0.27
Castiglione 25 [%) 771 +25
Katzenbeisser 21100 5 +25

Wi BN O0 T 3R 89, B AR 100%. [R) B 78 3C
W T 55 Hb— A SRR B R A K B B8 3 RN
JE TR A LU R B2 AT A2 AL, 25 R ANk 4 P
N NF 4 AT LI L i A K ER S B89 SCPF R/t
A LR R A U6l /1N T D68/ 25 4 AR A AE 90% HY IR
168, SCH RNV L Sy 0, RV A K BRI S SO R
/NIAELE.

T4 AEBARTHXHERNTHER
(0 rsidDel 7K ED 77 3%)

Table 4 File size change rate with different embedding rates

(rsidDel method) %
) ENGLSIN
ARk
30 50 70 90 100
0~100 -4.43 -2.57 -1.08 -0.36 +0.02 +0. 81

100~200 -3.58 -2.83 -—1.18
200~300 -3.93 -2.43 -1.13
300~400 -4.32 -2.37 -1.27
400~500 -3.89 -2.59 ~-1.26
500~600 -4.81 -2.71 ~-1.01
600~700 -4.04 -1.93 -0.88
700~800 -4.59 -1.99 -0.99
800~900 -5.02 -1.85 -0.99
900~1000 =-4.65 -3.01 ~-1.13
1000~  -5.35 -2.88 -1.06
FHE -4.42 -2.47 -1.09

-0.30 -0.02  +0.63
-0.28 +0.05 +0.58
-0.36 -0.03 -0.25
-0.45 +0.03  +0.43
-0.42 -0.06 +0.42
-0.50 -0.03 +0.25
-0.39 -0.02 +0.42
-0.40 -0.02 -0.31
-0.42 +0.06  +0.11
-0.50 -0.04 -0.07
-0.40 -0.01 +0.27
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AF N SCARY AR 5 1 2 T PR Y, DRI 3 0 Tk ik
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Table 5  Anti-detection ability of different

watermarking methods
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Table 6 The embedded bit rate of different

watermarking methods
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Table 7 Anti-attack ability of different watermarking methods

BEOCANE | BROCTIRIE

AR NI T
EIMRERRR G R R B R R
TR rsid 772 E R OB R R
TSRS b 7 E R OB R R
Costighione %1% 077 R R B R R
Kavenbeisser 500 077 & R w R &
Liu 45110 R
Bolshakov %5112 iy 7 vk E & 0K 2 2
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Digital watermarking algorithm based on
redundant attributes for OOX documents

FU Zhangjie"> SUN Xingming'’
1 School of Computer and Software , Nanjing University of Information Science & Technology, Nanjing 210044
2 Jiangsu Engineering Center of Network Monitoring, Nanjing University of Information Science & Technology ,Nanjing 210044

Abstract For the most widely used Office Open XML (00X) format documents ( MS Office 2007—2013) , this
paper proposes a robust watermarking algorithm based on the redundant attribute. Watermarking information , which
is linked to the format information of document,can be imperceptibly embedded into the redundancy space of 00X
parts.The method can resist text content-based active attacks.The method this paper proposed has better robustness
and embedding capacity , which can resist “Clean Format” ,“Save As” and other active attacks.The proposed water-
marking method does not change any format or semantic information of the original documents, which no existing
methods would do.The experiment demonstrates the feasibility of the algorithm.

Key words digital watermarking;Office Open XML ;redundant attributes ; robustness ; imperceptibility



