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ISR \DZo6a\N\F B TH\I3 [FE TRMNY FREE HER.k =

BffE] 2013/08/14



A F1E R 24 2L 40 ARRBEIR 2013 ,5(4) 1352357

Journal of Nanjing University of Information Science and Technology : Natural Science Edition,2013,5(4) :352-357

27 STk

References

(1]

(2]

(3]

[4]

(5]

(6]

(7]

Daemen J, Rijmen V. AES proposal : Rijndael version 2
[EB/OL]. [2012-07-15]. hitp: / www. east. kuleuven.
ac. be/ ~ rijmen/rijndael ,1999

Lee H J,Lee S J,Yoon J H,et al. The SEED encryption
algorithm [ S ]. Request for Comments; 4009, Network
Working Group,2005

Furopean IST. NESSIE project [ EB/OL ]. [ 2012-07-
15 ]. https: // www. cosic. esat. kuleuven. be/
nessie/ , 1999

Aoki K, Ichikawa T,Kanda M,et al. Camellia: A 128 bit
block cipher suitable for multiple platforms [ EB/OL].
[2012-07-15]. hitp: /info. isl. ntt. co. jp/camellia, 2000
P G T A LA 28 . JC AR Jm Bl 0 7 i Al T 11 SMs4
I [ EB/OL]. [2012-07-15]. http: // www. osc-
ca. gov. cn/News/200810/News _1104. htm,2006
National Password Management Office. SMS4 cipher algo-
rithm used by WLAN products [ EB/OL ]. [ 2012-07-
157. hitp: // www. oscca. gov. en/News/200810/News _
1104. htm,2006

Li J,Gan L,Du F F. Research on encryption algorithm
conforming to AES in WLAN [ J]. Advanced Materials
Research,2012,532/533(1) :1517-1521

X, 50, JUTE AR T B K Z 2 Rabin-PSS Y
TR IETT 2 [T ], B st E R TR e i A
IRFLAI,2009,1(3) :223-228

LIU Jia, WEI Baodian, DAI Xianhua. WLAN authentica-
tion scheme based on message-recovery Rabin-PSS[J].

Journal of Nanjing University of Information Science &

[8]

(9]

(10]

(1]

(12]

[13]

[14]

[15]

357

Technology : Natural Science Edition, 2009, 1 (3):
223228

Lu Y, ONeill M P, McCanny J V. Differential power a-
nalysis resistance of Camellia and counter measure strat-
egy on FPGAs[ C] YA Proceedings of International Confer-
ence on Field-Programmable Technology,2009 :183-189
Kitsos P, Skodras A N. An FPGA implementation and
performance evaluation of the seed block cipher[ C] //
Proceedings of 17th International Conference on Digital
Signal Processing ( DSP) ,2011;1-5

Jakobsen T, Knudsen L R. The interpolation attack on
block ciphers [ C] // Proceedings of Fast Software En-
cryption ;4th International Workshop,1997.28-40

Biham E,Shamir A. Differential cryptanalysis of DES-like
cryptosystems[ C] // Proceedings of Advances in Cryptol-
ogy-EUROCRYPT, 1991 :2-21

Nyberg K. Differentially uniform mappings for cryptogra-
phy[ C] // Proceedings of Advances in Cryptology-EU-
ROCRYPT, 1994 .55-64

Matsui M. Linear cryptanalysis method for DES cipher
[C] // Proceedings of Advances in Cryptology-EURO-
CRYPT, 1994 :386-397

TG, LT, A A, BRAR B AT 2 v (1) AR IR BRI AR
[ M. b5t Bk i, 2000

WEN Qiaoyan, NIU Xinxin, YANG Yixian. Boolean func-
tion of modern cryptography [ M ].
Press ,2000

Filiol E. A new statistical testing for symmetric ciphers

Beijing: Science

and hash functions[ J ]. Information and Communications

Security,2002,2513 (1) :342-353

Security analysis of S-boxes in symmetric ciphers

LIU Jia'

1 College of Information Science and Technology,Zhongkai University of Agriculture and Engineering, Guangzhou

510225

Abstract S-boxes bring the only nonlinearity to symmetric ciphers and strengthen their cryptographic security. A

detailed analysis of the cryptographic properties of S-boxes in several symmetric ciphers,such as AES,SEED, Ca-

mellia and SMS4 ,is made in this paper. The algebraic properties and the Boolean functions of S-boxes are well in-

vestigated. Then the attack capability resisting to differential cryptanalysis and linear cryptanalysis are provided. At

last, the security of AES,SEED, Camellia and SMS4 is revealed by comparing the advantages and disadvantages of

the S-boxes used in these symmetric ciphers.
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