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< SubjectConfirmation
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< /Subject >

< Conditions

NotBefore = “2010-0543T12: 43: 04. 4843757”
NotOnOrAfter = 7 2010-05-43T12: 48: 04. 484375Z” >
< /Conditions >

< AuthnStatement

AuthnInstance = 72010-05013T12: 43: 04. 484375Z2” >
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< / AuthnContext >

< /AuthnStatement >
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< Policy >
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< / AttributeValue >
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< Action > < AttributeValue > read < /AttributeValue > < /

Action >
< /Target >
< /Rule >
< /Policy >
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Application of SAML and XACML in Single Sign-On technology

WANG Qiang'

FU Desheng'

1 School of Computer and Software Nanjing University of Information Science & Technology Nanjing 210044

Abstract Most applications in modern enterprises will provide a set of authentication method of their own which

increase the user’s burden and reduce the system security as well. Another serious problem is how to administer ac—

cess requests of authenticated users. The Single Sign-On ( SSO) based on SAML and access control based on XAC—

ML can provide a solution for these two problems. Based on the analysis of SAML and XACML specifications an
SSO model based on SAML and XACML is proposed in this paper and applied on the platform of Microsoft. NET.

The model shares user information including ID authentication and access level which promote interoperability be—

tween different security systems and guarantees access control as well. The security of the model is also analyzed.
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