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Introduction
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Intrusion detection and vulnerability scanning
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The design of intrusion detection collaborating with vulnerability

scanning
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Fig.1 System framework
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Fig.2 Engine structure of network-based intrusion detection
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Fig.3 Structure of analysis engine
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Fig.4 Engine structure of vulnerability scanneing
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Advantages of the designed model

1) BRARRAE. IDS — BARI B AR IF A& 5 1
S MR T R S 2ok U 1) 314 | A
AR, MR 308 i 98 45 R 14 B8, 0 5 A RE LT YA
1=, AT REHLIR A BRARR 1R AR E R

2) KA . IDS AT AR 4 1 45 SRR X
J2E F 5 T TR R 56 118 T A O B3k, DAL T A A 3t i
R ECIT FE AR, 48 e A e .

3) PUBGE PSR, 45 AARAS I 1o -5 e 7 41 4
IR R R R I NTTR: S S W L
i k.

4) FUN RS 25 TR 1DS L4 e ) 1 4 25 2R K
PR 2 A5 2048 A0 0 T 1 149 A FR S, i/ N AL 2
(R s - ELALIU 2 A 2l SR T A B 2 4=

BT P25 M ARG ZR 585 | SRR U 1 419 5 |
B PERIAEAL K o0 M | FE LI 126 b 45 2 B A 1
L2 A YR R DG 18 ot 4R A N B, LAl 2 R 0 P v 2
A B 2o T R 31 -5 AR R S Y B
VB, nT LA ROt P i IDS KN RCR , 3560 28 S8 ) B A
B AEIRE ) .

%k

References

(1] B, i, ER AR RS RS IR R
[J]. EBHE B ,2006(20) :156-157
HUANG Yanbo, WANG Jianbo, WANG Ke. Research on false a-
larm and missed alarm of intrusion detection system [ J]. China
Science and Technology Information,2006(20) ;156-157

(2] mZaae, 2. il 3 BOR B A E AR I 22 46 i



hiL 242

”"Mﬂi B 2R F24 B ,2010,2( 1) :88-91

Journal of Nanjing University of Information Science and Technology : Natural Science Edition,2010,2(1) :88-91 91

(0], H3EHL TR S B3 ,2006,27(7) 113011304
XIANG Biqun, HUANG Ren. Vulnerability-scanning technology
and its application in intrusion detection system [ J]. Computer

Enginf-ering and Design,2006,27(7) :1301-1304

[J]. WOHSEpLAE L ,2006,22(8-3) :61-63
ZHANG Tao,HAO Hongwei. Reducing the false rate of intrusion
detection system based on security scanning information [ J]. Mi-

crocomputer Information,2006,22(8-3) :61-63

[3] &M %Tl—‘l%ﬁ’}/\fﬂrw)ﬂ IR G ETE M SB[ D ]. FRI - (5] BIHE, T B 10 Bhe I 430 A R A & gk 7l
IBINR2A17 B TR B ,2005 PIWFSELT] . AHREHLEOR 5K 2 ,2006,16(5) :131-133,142
JING Zhigang. Resedrch on and implementation of network-based DUAN Danging, CHEN Songgiao, YANG Weiping. Study of an in-
intrusion detection system[ D ]. Zhengzhou: Zhengzhou University trusion detection system model merged with vulnerability scanner
College of Information Engineering,2005 [J]. Computer Technology and Development,2006,16(5) :131-
[ 4] 5kif AT, T LAFMEBRRAREIN R BRE 133,142
Research on collaboration between network intrusion detection
and vulnerability scanning
LIU Xiuling' ZHAN Shihua'
1 College of Computer & Information, Fujian Agriculture and Forest University, Fuzhou 350002
Abstract Nowadays intrusion detection system is a focus in research on network information security , but network

intrusion detection system has a high false alarm rate. In order to reduce the false alarm rate of network intrusion de-
tection system and improve detection efficiency ,anomaly detection and misuse detection were first combined in anal-
ysis engine of intrusion detection system to reduce the false alarm rate and omission rate,then filtered invalid alerts
through vulnerability scanner to reduce false alarm rate again,and finally gave a warning by the response interface.
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