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Fig. 1 Network model of WLAN system
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WLAN authentication scheme based on message-recovery Rabin-PSS

LIU Jia'?  WEI Baodian'*  DAI Xianhua'
1 School of Information Science and Technology,Sun Yat-sen University, Guangzhou 510275
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3 State Key Lab of Integrated Service Networks Theory and Key Technology, Xidian University,Xi’an 710071
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Abstract Taking the asymmetric architecture of the wireless local area network into consideration, we propose an
identity authentication scheme based on the public key cipher technology, where secret session-key sharing is ac-
companied with the successful authentications. The authentication sever AS and the mobile terminals STAs are prop-
erly configured with different workloads of signature generations and signature verifications in Rabin-PSS-MR scheme
and the improved ElGamal signature scheme ,aiming to greatly enhance the network’s response efficiency. The message
recovery function of the Rabin-PSS-MR scheme has reduced the transmission workload sharply since the public keys
are not necessary to be transmitted in this scheme ,which has saved a great deal of communication bandwidth.
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