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The adversarial example"™
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Table 1 Representative adversarial attack algorithms
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Fig.2 The adversarial examples on STOP signs
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Fig.3  Attack experiments on the STOP signs'
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Fig. 4 The adversarial patch "hides" the person
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Fig. 5 Attack experiments on pedestrians
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A survey of adversarial attacks and defenses
on visual perception in automatic driving
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Abstract Nowadays,deep learning has become one of the hottest research directions in the field of machine learn-
ing.It has achieved great success in a wide range of fields such as image recognition , target detection, voice process-
ing,and question answering system.However, the emergence of adversarial examples has triggered new thinking on
deep learning.The performance of deep learning models can be destroyed by adversarial examples constructed by
adding specially designed subtle disturbance.The existence of adversarial examples makes many technical fields with
high requirements on safety performance face new threats and challenges, especially the automatic driving system
which uses visual perception as the main technology priority. Therefore ,the research on adversarial attack and active
defense has become an extremely important cross-cutting research topic in the field of deep learning and computer
vision.In this paper, relevant concepts on adversarial examples are summarized firstly, and then a series of typical
adversarial attack methods and defense algorithms are introduced in detail. Subsequently , a number of physical world
attacks against visual perception are introduced along with discussions on their potential impact on the field of auto-
matic driving.Finally,,we give a technical outlook on the future study of adversarial attacks and defenses.

Key words adversarial examples;object detection ;semantic segmentation ;automatic driving



