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Fig. 1 Channel division of VANET
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Fig. 2  System model of VANET
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Fig. 3 Vehicle information format
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Fig. 4  Process of digital signature and verification

SEH B IE R E A B2 5, 5
Voo B A O 22 R T N2 25 2 05 B 7 B, SR e %t
B TARATE S B m T84 K B R 2L S,
TREE RGOS B R L EE AR,
HERNHE WA EER TEOE S TGN Z 2B E
IF DA AT 2 T . 3 A 24 T L A I
ST B HE AT LB B S — K A 25 4%, U I
SEGZIE R, I EAE B Z il A S B A C
WER N BT AT ZE R4 U
A 20 SRR 2 AE B B T TPM e B, B T
BI BT P A O S AN T LN TS 11, Fir A
5 2 KB A i DA R ok e it A v BT FH 380 9 00He AN
AERE BN TECRL A, BT AR 6 480 Z 50 35 1B i
CEAEME. X T N5 & (5 Bk A ik
D AP B RO R A A K 2 R A AR
HOG B RA RSP B 75 SRS ], A 12 A N A 5 2R
Wi As i 44 X B A T2 4 | R AR IEZE 4 BRI 72
mE s fis.

m S

(LRSI erSingll s 8

A=A IR ]

S X Hm)i%5 4,

K5 Ber&snirk
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Fig. 6 Combination of SUMO and NS2
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Fig. 7 Simulation diagram of urban road
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Fig. 8 Simulation diagram for two-way four lanes
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Table 2 Experimental parameters in VANET
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Fig. 9 Running process of NS2
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Fig. 10 NS2 simulation result diagram
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Simulation length in seconds:675. 9794013

Number of nodes:50

Number of sending nodes : 50

Number of receiving nodes : 50

Number of generated packets:461147

Number of sent packets:460558

Number of forwarded packets:21530

Number of dropped packets ;47546

Number of lost packets ;53537

Number of sent bytes : 80673604

Number of forwarded bytes: 11703360

Number of dropped bytes:5113150
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Table 3  Arrival ratios for different numbers of vehicle
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Table 4 Comparison with computation cost
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Table 5 Average delays for different numbers of vehicle
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Fig. 11 End to end delays and message arrival

ratios for different numbers of vehicle
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Abstract The Vehicular Ad Hoc Network (VANET) enhances the traffic efficiency and improves the traffic envi-
ronment , however, it brings up security threats such as information tampering,forgery,as well as privacy disclosure.
Thus , the message authentication scheme consistent with characteristics of the VANET is in urgent need.In this pa-
per,we take the option of privacy protection scheme for VANET based on vehicle classification in urban transport
system, which includes classification and assignment of trust values for different types of vehicles.For private vehi-
cles,a pseudonym multiple signature scheme is employed to sign the message; while for the public vehicles and
RSUs without identity privacy protection requirement,we can use the RSA signature scheme to sign messages. At the
same time ,the signature is required to accumulate the trust value of the strategy to improve the message reliability.
Finally, SUMO,MOVE and NS2 are employed to jointly simulate the proposed scheme,and the result shows that the
scheme is more flexible and less time-consuming compared with other schemes proposed in references of[ 19-20].

Key words classification of vehicles;privacy protection ;trust value measure ; pseudonym



